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(dd) United States Citizen (Native 
Born). A person born in one of the 50 
United States, Puerto Rico, Guam, 
American Samoa, Northern Mariana Is-
lands, U.S. Virgin Islands; or Panama 
Canal Zone (if the father or mother (or 
both) was or is, a citizen of the United 
States). 

[52 FR 11219, Apr. 8, 1987, as amended at 58 
FR 61024, Nov. 19, 1993] 

Subpart B—Policies 
§ 154.6 Standards for access to classi-

fied information or assignment to 
sensitive duties. 

(a) General. Only U.S. citizens shall 
be granted a personnel security clear-
ance, assigned to sensitive duties, or 
granted access to classified informa-
tion unless an authority designated in 
Appendix E has determined that, based 
on all available information, there are 
compelling reasons in furtherance of 
the Department of Defense mission, in-
cluding, special expertise, to assign an 
individual who is not a citizen to sen-
sitive duties or grant a Limited Access 
Authorization to classified informa-
tion. Non-U.S. citizens may be em-
ployed in the competitive service in 
sensitive civilian positions only when 
specifically approved by the Office of 
Personnel Management, pursuant to 
E.O. 11935. Exceptions to these require-
ments shall be permitted only for com-
pelling national security reasons. 

(b) Clearance and sensitive position 
standard. The personnel security stand-
ard that must be applied to determine 
whether a person is eligible for access 
to classified information or assignment 
to sensitive duties is whether, based on 
all available information, the person’s 
loyalty, reliability, and trust-
worthiness are such that entrusting 
the person with classified information 
or assigning the person to sensitive du-
ties is clearly consistent with the in-
terests of national security. 

(c) Military service standard. The per-
sonnel security standard that must be 
applied in determining whether a per-
son is suitable under national security 
criteria for appointment, enlistment, 
induction, or retention in the Armed 
Forces is that, based on all available 
information, there is no reasonable 
basis for doubting the person’s loyalty 

to the Government of the United 
States. 

§ 154.7 Criteria for application of secu-
rity standards. 

The ultimate decision in applying ei-
ther of the security standards set forth 
in § 154.6 (b) and (c) must be an overall 
common sense determination based 
upon all available facts. The criteria 
for determining eligibility for a clear-
ance under the security standard shall 
include, but not be limited to the fol-
lowing: 

(a) Commission of any act of sabo-
tage, espionage, treason, terrorism, an-
archy, sedition, or attempts thereat or 
preparation therefor, or conspiring 
with or aiding or abetting another to 
commit or attempt to commit any 
such act. 

(b) Establishing or continuing a sym-
pathetic association with a saboteur, 
spy, traitor, seditionist, anarchist, ter-
rorist, revolutionist, or with an espio-
nage or other secret agent or similar 
representative of a foreign nation 
whose interests may be inimical to the 
interests of the United States, or with 
any person who advocates the use of 
force or violence to overthrow the Gov-
ernment of the United States or to 
alter the form of Government of the 
United States by unconstitutional 
means. 

(c) Advocacy or use of force or vio-
lence to overthrow the Government of 
the United States or to alter the form 
of Government of the United States by 
unconstitutional means. 

(d) Knowing membership with the 
specific intent of furthering the aims 
of, or adherence to and active partici-
pation in any foreign or domestic orga-
nization, association, movement, group 
or combination of persons (hereafter 
referred to as organizations) which un-
lawfully advocates or practices the 
commission of acts of force or violence 
to prevent others from exercising their 
rights under the Constitution or laws 
of the U.S. or of any State or which 
seeks to overthrow the Government of 
the U.S. or any State or subdivision 
thereof by unlawful means. 

(e) Unauthorized disclosure to any 
person of classified information, or of 
other information, disclosure of which 
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is prohibited by statute, Executive 
Order or regulation. 

(f) Performing or attempting to per-
form one’s duties, acceptance and ac-
tive maintenance of dual citizenship, 
or other acts conducted in a manner 
which serve or which could be expected 
to serve the interests of another gov-
ernment in preference to the interests 
of the United States. 

(g) Disregard of public law, statutes, 
Executive Orders or regulations includ-
ing violation of security regulations or 
practices. 

(h) Criminal or dishonest conduct. 
(i) Acts of omission or commission 

that indicate poor judgment, 
unreliability or untrustworthiness. 

(j) Any behavior or illness, including 
any mental condition, which, in the 
opinion of competent medical author-
ity, may cause a defect in judgment or 
reliability with due regard to the tran-
sient or continuing effect of the illness 
and the medical findings in such case. 

(k) Vulnerability to coercion, influ-
ence, or pressure that may cause con-
duct contrary to the national interest. 
This may be 

(1) The presence of immediate family 
members or other persons to whom the 
applicant is bonded by affection or ob-
ligation in a nation (or areas under its 
domination) whose interests may be in-
imical to those of the United States, or 

(2) Any other circumstances that 
could cause the applicant to be vulner-
able. 

(l) Excessive indebtedness, recurring 
financial difficulties, or unexplained 
affluence. 

(m) Habitual or episodic use of in-
toxicants to excess. 

(n) Illegal or improper use, posses-
sion, transfer, sale or addiction to any 
controlled or psychoactive substance, 
narcotic, cannabis or other dangerous 
drug. 

(o) Any knowing and willful falsifica-
tion, coverup, concealment, misrepre-
sentation, or omission of a material 
fact from any written or oral state-
ment, document, form or other rep-
resentation or device used by the De-
partment of Defense or any other Fed-
eral agency. 

(p) Failing or refusing to answer or 
to authorize others to answer questions 
or provide information required by a 

congressional committee, court, or 
agency in the course of an official in-
quiry whenever such answers or infor-
mation concern relevant and material 
matters pertinent to an evaluation of 
the individual’s trustworthiness, reli-
ability, and judgment. 

(q) Acts of sexual misconduct or per-
version indicative of moral turpitude, 
poor judgment, or lack of regard for 
the laws of society. 

§ 154.8 Types and scope of personnel 
security investigations. 

(a) General. The types of personnel se-
curity investigations authorized below 
vary in scope of investigative effort re-
quired to meet the purpose of the par-
ticular investigation. No other types 
are authorized. The scope of a PSI may 
be neither raised nor lowered without 
the approval of the Deputy Under Sec-
retary of Defense for Policy. 

(b) National Agency Check. Essen-
tially, a NAC is a records check of des-
ignated agencies of the Federal Gov-
ernment that maintain record systems 
containing information relevant to 
making a personnel security deter-
mination. An ENTNAC is a NAC (scope 
as outlined in paragraph 1, Appendix A) 
conducted on inductees and first-term 
enlistees, but lacking a technical fin-
gerprint search. A NAC is also an inte-
gral part of each BI, SBI, and Periodic 
Reinvestigation (PR). Subpart C pre-
scribes when an NAC is required. 

(c) National Agency Check plus written 
inquiries. The Office of Personnel Man-
agement (OPM) conducts a NAC plus 
Written Inquiries (NACIs) on civilian 
employees for all departments and 
agencies of the Federal Government, 
pursuant to E.O. 10450. NACIs are con-
sidered to meet the investigative re-
quirements of this regulation for a 
nonsensitive or noncritical sensitive 
position and/or up to a Secret clear-
ance and, in addition to the NAC, in-
clude coverage of law enforcement 
agencies, former employers and super-
visors, references, and schools covering 
the last 5 years. 

(d) DoD National Agency check plus 
written inquiries. DIS will conduct a 
DNACI, consisting of the scope con-
tained in paragraph 2, Appendix A, for 
DoD military and contractor personnel 
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